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A simple probabilistic language: pwhile

Integer expressions E
Boolean expressions B
Distribution expressions d(Eq, ..., E,)

Commands C:

C == X<« E|skip|C;C|
if B then C else C | while B do C |

X & d(E,. .., Ep) (sample)



Example program

X« 1;

Yﬁcoin();
while Y =1 do
X~ X+1;

y & coin()



Simple small-step operational semantics

State: a partial function o : Var — Z with finite domain.

[E]ls = n
X<+ E,oc— o[X—n]

Var(E) Z Dom(c)
X<+ E,oc — fault

[d(E1,...,En)]o = d, n € Supp(d)

X & dE,. B, o 7 [X s ]
[B]o = ff
while Bdo C,0 — o
[Ble =tt

while Bdo C, 0 —— C;while Bdo C, o



3 semantic styles for imperative probabilistic languages

Kleisli
[C] : State — Dist(State)

Distribution transformer

[C] : Dist(State) — Dist(State)

Random variable transformer

[C] : RV(State) — RV(State)



Random state

Random state: a function X: Q — State, where the sample space
Q is a (discrete) probability space.

(Almost-sure) termination

C, X terminates (<= Pr[C terminates from X| = 1.

If C,X terminates, it terminates in a final random state T¢ s

qac.x Tecx

Q < State

Qcx
Random state transformer

[C] : RV(State) — RV(State)
> —> TC,):



Desiderata for a program logic

» General purpose.

» Natural specifications, e.g., Hoare triples {® } C{ W }.
» Expressive assertions ®, V.

» Compositional proof rules with clear meaning.

» The proof system deals with program-based reasoning,

deferring mathematical side-arguments for separate
verification.



Semantic assertions

A semantic assertion ¢ is given by a partial function
Y — (X =®): RState — {tt,ff}
satisfying:
(SA1l) X C Y and (X = ®)| implies (X = ¢) & (X' = ).

(SA2) @ has an associated finite set FV(®) C Var, its
footprint variables, satisfying

(EE®P)| < Xis FV(P)-total.
(X is U-total if, VX € U, Pr[Z(X)]] =1.)

(SA3) If g : Q' — Q is probability preserving, then
(Toqf0)= (T & o)



Example semantic assertions
[B] (B = tt holds with probability 1)

FV([B]) := Var(B)
Y = [B] == Pr[[B]z =tt] =1.

E ~ d (E is distributed according to distribution d)

FV(E ~d) = Var(E)
YEE~d«— [E]x~d.

E®1 (® holds conditionally on the value of E)

FV(E>®) := Var(E) UFV(9)
YEEb® <= VneSupp([Elx), Ele=n E®.

!Based on the conditioning modality from Lilac: a Modal Separation Logic
for Conditional Probability [Li, Ahmed & Holtzen, PACMPL 2023}



Specifications {® } C{V }

Safety: we ask specifications to guarantee fault-freeness:
C, ¥ fault-free <= Pr[C, X faults] =0

N.B., C,X terminates = C, X fault-free.

Partial and total correctness for {®} C{ W }.

Partial correctness: If X = & then
» C,X is fault-free (safety), and
» if C,X terminates then Tcy = V.

Total correctness: If X = & then
» C,X terminates and Tcy = V.



Example specification

X+ 1;

Yﬁcoin();
while Y =1 do
X+ X+1;

y & coin()



Example specification

{}
X+ 1;

Yﬁcoin();
while Y =1 do
X+ X+1;

y & coin()
{Vn>1, PriIX=n]=2""}



Partial correctness rule for while 2

{®}if B then C else skip{®} ¢ — v
{®}while B do C{W A [-B]} VY closed under —

Justification
Suppose while B do C, X terminates.
Define

Yo = X
2nt1 = Tif B then C else skip, £, -

Then
Y, —as. Twhile Bdo C,5 -

2Similar rules involving closedness requirements on the postcondition appear
in An Assertion-Based Program Logic for Probabilistic Programs [Barthe et.
al., ESOP 2018].



Example verification

%
X<«+—1;
Y(icoin();
{3m>1, PriX=mAY =1=2""AVn=1...m, PriX=nAY =0]=2""}
while Y =1 do
X+~ X+1;
Y&coin()
{(@m>1, PriX=mAY =1]=2""AVn=1...m, PriX=nAY =0]=27")
VV¥n>1 PrfiX=nAY =0]=2"")
AlY #1]}
{Vn>1, PriX =n =27"}

® in purple WV in red



More proof rules

WIEX X Equ) EXI= EVE)

Z> = {[Z= E]}Xid(E) (X ~d(2)}

{o} C{v}
{ore) C{vro}

FV(©) N MV(C) =0



Example verification (continued)

%

X+1;
{IX=1}
Yicoin();
{[X=1]AY ~ coin() }
{Im>1, PriIX=mAY =1=2""AVn=1...m, PriX=nAY =0]=2""}
while Y =1 do
X~ X+1;
Y<icoin()
{(@m>1, PriX=mAY =1]=2""AVn=1...m, PriX=nAY =0]=27")
VV¥n>1 Pl X=nAY =0]=27")
ALY £11)
{Vn>1, Pr[IX=n=2""}



Example verification (continued)

{Im>1, PriX=mAY =1=2""AVn=1...m, PriX=nAY =0]=2""}
if Y =1do
then
X+—X+1;
Yicoin()
else
skip
{3m>1, PriX=mAY =1]=2""AVn=1...m, PriX=nAY =0]=2""}



Proof rule for if ... then ... else

Zs - {[Z=X]A[B(2)|A®} G {W} Zo - {[Z=X]A[-B(Z)]A®} G {W}

Zb + {[Z = X] A ®}if B(X) then C; else G {W}



Proof rule for if ... then ... else

=i, Zo F {[Z=X]|A[B(Z)]A®} G {W} =T, Zo - {[Z=X]A[-B(Z)]A®} G {W}

=T, Zv - {[Z = X]Ad}if B(X) then G else G {V}



Proof rule for if ... then ... else

=i, Zo F {[Z=X]|A[B(Z)]A®} G {W} =T, Zo - {[Z=X]A[-B(Z)]A®} G {W}

=T, Zv - {[Z = X]Ad}if B(X) then G else G {V}

The general format of specifications
== {e}C{v}

» = is a finite set of ghost variables (i.e., variables not in C).

» [ is a finite sequence of S1,...,S,, where each S; is either a
semantic assertion with FV(S5;) C = or a conditioning
modality E > with Var(E) C =.



Example verification (continued)

{3m>1, PriIX=mAY =1=2""AVn=1...m, PriX=nAY =0]=2""}
mZ;m>1PrZ=0=1-2""Pr[Z=1]=2"",Zp F
{Z=YIrn(([Z=1A[X=m])V
([Z=0AVn=1...m, Pr[X =n] =2m"1""/2m"1 _1))}
if Y=1do
then
{[Z=1A[X=m]}
X e X+1; Y < coin()
{[Z=1]AY ~coin()A[X =m+1]}
else skip
{[Z=0]A[Y =0]AVn=1...m, Pr[X =n] =2mF1=n/2m+1 _1)}

{([Z=1]AY ~coin)A [X=m+1]) VvV
([Z=0]A[Y=01AV¥n=1...m, Pr[X = n] =2m+1=n/2m+1 _ 1))}

{3m>1, PriIX=mAY =1=2""AVn=1...m, PriX=nAY =0]=2""}



Context manipulation

S TEAYIC{VY ==
T - {®}C{w} SrEv = v

=T, Zo + {0} C{w}
TH{Z>®}C{Z> V)

T, 0k {0} C{V
=T+ {ordlC{OAV)

=,Z: T+ {o}C{w} 2 V()
=T+ {32, 0} C{V}




Example verification (continued)

mZ;m>1,PZ=0=1—-2"",Pr[Z=1]=2"7,2Z>+
{([Z=1]AY ~coin)A [X=m+1]) v
([Z=0]A[Y=0lAVn=1...m, Pr[X = n] =2m1=n/(2m1 _ 1))}

{Im>1,3Z,Pr[Z=0]=1-2""APr[Z=1]=2""A
Z> ([Z=1]AY ~coin()A [X=m+1]) V
([Z=0]A[Y =0]AVn=1...m, Pr[X =n] =2"T1""/2m*1 _1))1

{Im>1, PrX=mAY =1]=2""AVn=1...m, PriX=nAY =0]=2""}



Independent conjunction

OxVY;
FV(® % W) = FV(6) UFV(V)
Z):dJ*\lJ DS Z):d)andZI:\Uand erv(q;)_u_zr}?v(w)

<= Zlpv(e) F P and Zlpy) F VY
and X [py(e) 1L X [pv(w)

< JU,VCVarst. XjyEdand |y =V
and quJJ_ZT\/

U, V are not required to be disjoint. However, if £ = ® % W holds,
then X is necessarily deterministic on all variables in UN V.



The probabilistic frame rule

= r={o}rCc{v}

— FV(©)NMV(C) =10
= FTF{ox0} C{Vx0O}

Safety is crucial to the proof of the soundness of the frame rule.



IP for graph non-isomorphism

Two graphs Gz, Gy are encoded as n x n adjacency matrices Az, As.

An interactive proof for Prover to convince Verifier that G; 2 G,.

\Y

Randomly sample i & coin() and 7 & unif(Perm(n)) (i.e., 7 is
sampled from the uniform distribution on permutations on [n]).
Compute the adjacency matrix A for 7(G;).

P(A1, Az, A)
Return the unique j such that A and A; are adjacency matrices for

isomorphic graphs.

Vv
Accept if j = i.
Reject if j #£ i.



Completeness and soundness

Completness If G; 2 Gy then the interaction of V with P on the
previous slide leads to V accepting with probability 1.

Soundness If G; = Gy then the interaction of V with any putative
prover P* leads to V rejecting with probability > %

(In this case V, in fact, always rejects with probability =

)

N[



Verification of soundness
We require P* to satisfy

Verification:

{A1,Az,Aare nx narrays} P*{[j =0] v [j =1]}.
i & MV(P*)

{A1 2 A}

i coin()

& unif (Perm(n))

A« 7T(A,‘)

{A1 2 Ay N i ~ coin() A m ~ unif(Perm(n)) A [A = n(A))]}

{i ~ coin() * (A1 = A2 A A ~ unif(Perm(A1)))}
P*

{i~coin()x[j=0Vj=1]}

{i~coin)A[j=0Vj=1]Ail }

{Prli=J]=1/2}

if i =j then Accept else Reject

{Pr[Reject] = 1/2}



Thank you!



